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Solorigate



Of applications have at least one security vulnerability.

83%

Source: Veracode State of Software Security Vol 10
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Secure Dependencies 

Dependency 
Graph

Dependency 
ReviewDependabot

Keep your dependencies up 
to date with automated pull 

requests


Empower code reviewers 
with insights on dependency 

changes in a pull request 


Understand what software 
you depend on




• Alerts you to vulnerable 
dependencies


• Generates automatic pull 
requests to fix vulnerable or 
out of date dependencies


• Repositories w/ Dependabot 
enabled fix vulnerabilities 1.4x 
faster

Dependabot



• Helps code reviewers 
visualize dependency 
changes and prevents 
vulnerable 
dependencies from 
hitting production

Dependency Review



Supports common 
package managers 
for .NET, Java, 
JavaScript, PHP, 
Python, and Ruby

Dependency Graph
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Secure Code 

3rd Party 
AnalyzersCodeQLCode 

Scanning
Developer experience for 

running static analysis 
security tests (SAST) 

GitHub's semantic code 
engine finds security 

vulnerabilities

Extend the built-in analysis 
with any standards 

compliant SAST tooling




• Surfaces code vulnerabilities 
in developer workflows like 
pull requests


• Lowest friction way to 
harness the power of CodeQL 
and 3rd party analysis tools


• Integrates with Actions and 
3rd party CI/CD systems

Code Scanning



• Revolutionary semantic 
analysis engine by GitHub


• Powered by more than 
2000 open-source queries


• 24% of recent JS CVEs 
would have been caught

CodeQL



• C

• C++

• C#

• Go

• JavaScript

• Java

• Python

• TypeScript

CodeQL 
Languages

Queries detect 
160+ CWEs
• Improper input validation

• Cross site scripting

• Improper encoding or escaping of 

input

• Integer overflow

• Denial of service

• Uncontrolled resource 

consumption



CodeQL and Solorigate



• Scan code, Docker 
containers, and 
configuration for security 
issues


• View results in Code 
Scanning, alongside 
results from CodeQL

3rd Party Analyzers
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Secure Secrets 
Secret Scanning 

for Public 
Repositories

Detects secrets in open-source 
code and gets them reviewed/

revoked automatically

Secret Scanning 
for Private 

Repositories
Detects secrets in private code 

and helps developers review and 
revoke manually




• Free: enabled by default 
for all public repositories


• Scans incoming commits 
to open source for 
potential secrets


• Sends results to partners 
for automatic remediation

Secret Scanning (public)



• Scans full repository 
history for potential 
security leaks


• Allows you to review and 
triage them right on 
GitHub

Secret Scanning  
(Private)





Secure 
Dependencies

Secure 
Code

Secure 
Secrets

GitHub Advanced Security 



• Displays security feature 
enablement and alert 
counts across Secure 
Dependencies, Code, and 
Secrets


• Available in Beta on GitHub 
Enterprise Cloud accounts

Security Overview
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How to Shift Left?

Kickoff Test Launch

Find
Vulnerabilities

{Security
Review Build



Want to learn more?

https://github.com/features/security




