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3%

Of applications have at least one security vulnerability.

Source: Veracode State of Software Security Vol 10
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Potential vulnerabilities found in source code scales with lines of
code written
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Mean time to remediate goes down when you adopt
DevSecOps practices and scan more frequently

1-12 scans

13-52 scans
(monthly - weekly
average)

53-260 scans
(weekly - daily
average)

260+ scans (daily+
average)

Source: State of the Octoverse 2020
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Secure Dependencies

Debendabot Dependency Dependency
P Review Graph
Keep your dependencies up Empower code reviewers Understand what software
to date with automated pull with insights on dependency you depend on

requests changes in a pull request




Bump phpmailer/phpmailer from 5.2.2 t0 6.1.6 #5

D I I l I'lOpen dependabot wants to merge 1 commit into master from dependabot/composer/phpmailer/phpm

') This automated pull request fixes a security vulnerability

Only users with access to Dependabot alerts can see this message. Learn more about Dependabot security updates, |

- Alerts you to vulnerable
dependencies

) Conversation 49 Commits 1 Checks 0 Files changed 2

l« vl dependabot bot commented on behalf of github on May 27 . edited ~

Bumps phpmailer/phpmailer from 5.2.2 to 6.1.6.

- Generates automatic pull

» Release notes

requests to fix vulnerable or

out of date dependencies

Dependabot will resolve any conflicts with this PR as long as you don't alter it yourself. You car

° Repositories W/ Dependabot trigger a rebase manually by commenting @dependabot rebase .
enabled fix vulnerabilities 1.4x

faster © dependabot bot added @) 'zbels on May 27

2 o dependabot bot mentioned this pull request on May 27

Bump phpmailer/phpmailer from 5.2.2 to 5.2.27 #3




Dependency Review

* Helps code reviewers
visualize dependency
changes and prevents
vulnerable
dependencies from
hitting production

Catalyzer fix #01
kaylee.frye w commitinto serenity-main from rep

) Conversation 0 -o- Commits 2 [F) Checks 1 + Files changed

Changes from all commits ~ File filter... v X Clear filters  Jump to... v Q3

jsonwebtoken 4.1.1

Verification By,

( critical sever

acorn
express 4.12
express-jwt

express-session nonths ago, child of express 4.13.4

Edit Open with ~

+1-1HEE.
Review changes ~ ‘
Viewed

&5 BSD-3-C




Dependency Graph

Supports common 4 X
package managers <

for .NET, Java,
JavaScript, PHP,
Python, and Ruby
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Secure Code

Code
- CodeQL
Scanning
Developer experience for GitHub's semantic code
running static analysis engine finds security

security tests (SAST) vulnerabilities

3rd Party
Analyzers

Extend the built-in analysis
with any standards
compliant SAST tooling




Missing rate limiting

An HTTP request handler that performs expensive operations without restricting the rate at which ope
out is vulnerable to denial-of-service attacks.

C O d e Sca n n i n g @ @Error  ©CWE-307  ©CWE-400 ©CWE-770  © security

Branch: master

- Surfaces code vulnerabilities e aeeete ie
In developer workflows like e e et e
pu” requeStS router.get('/assets', (req, res) => {

This route handler performs a database access, but is not rate-limited.

CodeQL

- Lowest friction way to
harness the power of CodeQL eetntees > o ety
and 3rd party analysis tools

CodeQL js/missing-rate-limiting View source

Asset.find()

HTTP request handlers should not perform expensive operations such as accessing the file system
operating system command or interacting with a database without limiting the rate at which reques

- Integrates with Actions and
Otherwise, the application becomes vulnerable to denial-of-service attacks where an attacker can
3 rd party C I/C D Systems application to crash or become unresponsive by issuing a large number of requests at the same tim

Show more v

© First appeared in commit 5aff3d2 on Oct 19




CodeQL B

* Revolutionary semantic
analysis engine by GitHub

- Powered by more than
2000 open-source queries

+ 24% of recent JS CVEs
would have been caught



CodeQL
Languages

- C

+ C++

- C#

- Go

- JavaScript
- Java

- Python

- TypeScript

Queries detect
160+ CWEs

- Improper input validation

- Cross site scripting

- Improper encoding or escaping of
iInput

- Integer overflow

- Denial of service

- Uncontrolled resource
consumption



CodeQL and Solorigate

Using GitHub code scanning and
CodeQL to detect traces of
Solorigate and other backdoors
a Bas van Schaik

Last month, a member of the CodeQL security community contributed multiple
CodeQL queries for C# codebases that can help organizations assess whether they
are affected by the SolarWinds nation-state attack on various parts of critical
network infrastructure around the world. This attack is also referred to as
Solorigate (by Microsoft), or Sunburst (by FireEye). In this blog post, we'll explain
how GitHub Advanced Security customers can use these CodeQL queries to
establish whether their build infrastructure is infected with the malware.




3rd Party Analyzers

- Scan code, Docker
containers, and
configuration for security
ISSUes

- View results in Code
Scanning, alongside
results from CodeQL

#3crunch

anchore

. CHECKMARX
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e
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Secure Secrets

Secret Scanning Secret Scanning
for Public for Private
Repositories Repositories
Detects secrets in open-source Detects secrets in private code
code and gets them reviewed/ and helps developers review and

revoked automatically revoke manually




Secret Scanning (public)

Weekly distinct potential secrets

- Free: enabled by default
for all public repositories

+ Scans incoming commits
to open source for
potential secrets

- Sends results to partners
for automatic remediation
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Amazon AWS Secret Access Key

[ ]
Secret Scanning il
Details Files 1
(Private)
aws_access_key: "AKIAIOSFODNN6FORREAL",

- Scans full repository
. . aws_secret: "wJalrXUtnFEMI/K7MDENG/bPxRTfiCXFORREALKEY",
hIStory for pOtentlal If this secret is valid, we recommend that you rotate it and then revo

Committed secrets can be discovered by anyone with read access to your
in unauthorized access to the services you use.

config/constants.js |7

exports.secrets = {

security leaks

Once you've revoked this secret, close it as revoked here. You can als
positive or a testing secret, or just ignore it.

- Allows you to review and
triage them right on s
G itH u b @ First instance of secret detected

-O- r Update package.json
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Security Overview

- Displays security feature
enablement and alert
counts across Secure
Dependencies, Code, and
Secrets

- Available in Beta on GitHub
Enterprise Cloud accounts

Pull requests

dsp-testing

Repositories Packages People Teams

N\
ha) Give us feedback

Security Overview (x

[ Risk 943 repositories

Distribution of risk across your organization

Issues Marketplace Explore

Projects Insights @ security Settings

Show more v
Features enabled
Distribution of all features enabled across your organization

® High 371 Medium 39 Low 114 @ Unknown 359

® Clear 60

code-scanning-alerts:>0

199 repositories
& activemq

% activemq-1 Public

& activemg-demo-priv

& adityasharad-codeql-test-bootstrap
& angular

& artemsaveliev-securitycenter

asgerf-codeql-test

G
® All enabled 277/943

Risk v Tool~ Status~ Typev Team~ Sort~
62 P2 @6
High 60 LOv @6

[2]80 L7 @1

e Lo @3
High [ 29 poX| @54
@1 Pol @4

Lo




Security Overview

O Search or jump to... Pull requests Issues Marketplace Explore

dsp-testing

Repositories Packages People Teams Projects Insights (D Security Settings

* Displays SeCU rity featu re Security Overview (aisha) cive us feedback
enablement and alert

Distribution of risk across your organization Distribution of all features enabled across your organization
G

® High 371 Medium 39 Low 114 ® Unknown 359 ® All enabled 277/943

counts across Secure
Dependencies, Code, and

® Repositories with alerts 199 ® Repositories enabled 290/943

@) Dependabot 3,453 alerts
-
® Critical 181 High 1,512 Moderate 1,080 Low 680 ® Repositories enabled 893/943

£ Secret scanning
ca— . ]

® Repositories with secrets detected 154 ® Repositories enabled 914/943

+ Available in Beta on GitHub | .
Enterprise Cloud accounts [

& activemq 62 P2 @6

% activemqg-1 Public OV @6

60




Security Overview

- Displays security feature
enablement and alert
counts across Secure
Dependencies, Code, and
Secrets

- Available in Beta on GitHub
Enterprise Cloud accounts

Pull requests

dsp-testing

Repositories Packages People Teams

N\
ha) Give us feedback

Security Overview (x

[ Risk 943 repositories

Distribution of risk across your organization

Issues Marketplace Explore

Projects Insights @ security Settings

Show more v
Features enabled
Distribution of all features enabled across your organization

® High 371 Medium 39 Low 114 @ Unknown 359

® Clear 60

code-scanning-alerts:>0

199 repositories
& activemq

% activemq-1 Public

& activemg-demo-priv

& adityasharad-codeql-test-bootstrap
& angular

& artemsaveliev-securitycenter

asgerf-codeql-test

G
® All enabled 277/943

Risk v Tool~ Status~ Typev Team~ Sort~
62 P2 @6
High 60 LOv @6

[2]80 L7 @1

e Lo @3
High [ 29 poX| @54
@1 Pol @4
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Want to learn more?

https://github.com/features/security






